CHAPTER 2 The Philosophy of ITAM

The Philosophy of ITAM

The genesis of Pragmatic ITAM arises from the struggles information technology asset managers have with organizing, tracking, and
managing their hardware and software assets. Nearly every technology executive has a wealth of knowledge about what their business needs
in order to be technologically efficient. But when I start to probe into their current ITAM practices (if they have any at all), I usually uncover
little more than a vague notion that they “could be doing better.”

This isn’t an intellectual failing or a lack of motivation—although a lack of time and resources is often on the list of excuses.

Rather, I posit the problem stems not from a lack on the part of technology departments, asset managers, or executives but from a lack within
the current asset management frameworks. In other words, it’s not your fault.

What you will begin to appreciate in this chapter is, as it exists now, ITAM offers no methodology that compiles data in a way that is
effective, comprehensive, and trends toward complete. That’s precisely the inspiration behind my Pragmatic ITAM methodology. I knew that
ITAM, as an industry, could also be doing better.

As I already noted, human beings have been performing asset management for millennia. With this kind of history on our side, why do we
struggle when we attempt to apply these activities to the 21st century software and hardware assets?

As I have developed this methodology over my career, it has always struck me that so many consultants talk about asset management as if it
is a fully-formed, regimented process. As if we can somehow discern the exact right sequence of numbers to punch into our tracking
software, so it will spit out a complete report of trustworthy data.

This is simply not the case.

Effective ITAM means methodically uncovering more and more information to get a clear picture of your asset landscape. It’s not about
knowing how to type in the right numbers or where to find the keys to the supply closet, it’s about developing an understanding of what you
know, how you know it, and whether you can actually confirm that which you know is true.

By the end of this book, if you and your team follow the Pragmatic ITAM approach, you will have the trustworthy data you need for
ISO/IEC. Your license counters and inventories will be rock solid and inarguable. This verifiably accurate data will act as an early warning
system. You know what assets you have with certainty, so when something goes wrong or goes missing, you will know much sooner and you
will be able to investigate long before an audit occurs.

Verifiably accurate data gives you the confidence that your data is trustworthy, which means it can be accurately measured, recorded, proven,

and no one—not vendor auditors, not drive-by managers, not know-it-all consultants—can argue with it.

If all that sounds a bit philosophical, that’s because it is. In fact, Pragmatic ITAM’s effectiveness comes from its foundations in classic
philosophy. But before we dive into the philosophical foundations of the Pragmatic ITAM methodology, let’s take a step back and look at
how most ITAM processes are currently performed.

Transactional ITAM Versus Accountancy ITAM

There are two existing basic ITAM methodologies: transactional and accountancy.

Transactional ITAM

Transactional ITAM relies on interaction between users, departments, or companies to determine the status of an asset. For instance, an
invoice is generated to document that money has changed hands from one corporation to another and that the purchased assets have come
under the buyer’s control. Then, a request or work order is generated to move the asset around to different areas within its new environment.
A chain-of-custody certificate will denote where the owner’s responsibility for the asset ends and becomes someone else’s problem. If all
goes according to process, any asset’s location can be determined by simply researching the paper trail, be it laptop, program, or donut.1

But any asset manager knows that’s one big IF. It’s all too easy for an asset to move from one department to another with no paper trail, or
for a receipt to turn up missing. But a lack of a receipt doesn’t mean the asset doesn’t exist. And you can probably imagine the added
complexities that come along with assets that aren’t physically observable, like software. IT departments around the world give into user
requests for the latest software because they see their co-worker using it or need it for a single presentation. Do they generate a receipt or a
work order or any documentation at all?

Maybe.
But probably not.

And what about coming into an organization that has no ITAM process in place and trying to start with this method. How old is the laptop
sitting in the closet that hasn’t been used in the last 12 months? And where’s the receipt?

You can see the limitations here.
There is value in having a paper trail, but it can’t be the only thing you’re relying on in your ITAM process.

Let’s look at another method.



Accountancy ITAM

The accountancy methodology follows the flow of monies as a representation of the assets being consumed by the corporation’s department
cost centers. It works like this: when setting a new budget, someone will perform an internal inventory to verify what equipment is in use by
each department, what needs replacing, and if any other changes have taken place that might require changes to the existing budget. If a
question arises, like a budget overrun or external audit demand, another inventory is taken, compared to the first one, and the auditors try to
explain away the differences.

Asset managers using the accountancy method strive to be accurate, but it’s not hard to see how this methodology, too, lacks corroborating
evidence to ensure its accuracy. If there is a discrepancy between one inventory and the next, who is to say which is actually accurate? Most
accounting departments will not even bother, and just write off the difference as a loss.

Now you understand why ITAM has such a poor reputation for accuracy and usefulness.

If ITAM has all the transaction receipts, then it should be able to report on the state and disposition of each asset accurately.
If ITAM is taking inventory on a regular basis, then hardware and software budgets should be accurate year-over-year.
Technology exists to automate both the ticketing and inventory systems, and yet...

...hardware still gets lost,

...software still gets installed without buying it,

...and publishers and auditors still win at audits.

Both methodologies fail in a lack of verification.

When the transaction records are collated or the inventory finishes, an asset report is dropped on the CIO’s desk with a thud. If anyone
bothers to ask “how can you be sure?” or “is this really accurate?”—they’re usually met with a shrug. These are the numbers and numbers
don’t lie.2 End of story.

When those numbers turn out to be inaccurate, because of a closet missed during inventory, an unreported software installation, or myriad
other reasons, that shrug turns seamlessly into a promise to do better next time.

Unfortunately, a shrug and a promise is less than effective at quelling the bloodthirsty auditors that are ready to pounce on any inaccuracy
and demand a huge check in return for this casual carelessness.

Rather than fully formed methodologies, both transactional and inventory data are only the beginning of the process of managing all the
devices, programs, and services within the computing environment. The ITAM team needs to apply a rigorous, rational, and reasonable
examination of the data to prove it accurate, inscrutable, and therefore, trustworthy. The rest of this book will deal with how that will be
accomplished. This chapter is dedicated to the why.

What Is Epistemology?

Epistemology is a subset of general philosophy dedicated to the study of human knowledge. Where the word philosophy roughly translates to
“a love of knowledge,” epistemology finds its roots in the Greek words for “study of” (just like other sciences of biology, physiology, etc.)
and “knowing.” Epistemology looks to the nature and meaning of what knowledge is, how something is proven true or false, and the
different ways facts and data can be organized.

Epistemology, in one form or another, has been around since the beginning of civilization. Over the years, it has branched into a number of
interesting schools of thought, like empiricism, constructivism, and pragmatism. Its impact can be seen in everything from statistical
analysis, particle physics, quantum mechanics, and artificial intelligence. Pragmatic ITAM started from an observation that IT asset
management is tasked to answer similar questions as these other modern studies: what do we know and how well do we know it?

The rest of this chapter is going to take a deeper dive into a couple of lessons from three famous epistemology philosophers: Socrates, Pascal,
and Descartes.3 The rest of this book will demonstrate how these ideas anchor Pragmatic ITAM to a sound methodology that will result in
trustworthy CMDB and Asset MDRs.

Socrates and the Allegory of the Cave

Socrates, featured here in Figure 2.1, lived in Ancient Greece, sometime between 470 to 399 BCE. While many philosophers and historians
point to him as the originator of Western philosophy, few of his original works survive. Almost all of our knowledge about him and his
views comes from his contemporaries and students, the most famous being Plato.

In Plato’s The Republic, we find Socrates and his students at a dinner party. Socrates uses the gathering to touch on a wide breadth of
subjects, including ethics, politics, leadership, and the nature of human knowledge.

Figure 2.1 Socrates (469-399 BCE) on engraving from 1788. Classical Greek Athenian philosopher. Considered one of the founders of
Western philosophy. Engraved by T. Trotter after Peter Paul Rubens and published in Essays on Physiognomy, UK, 1788. Credit: File ID
32341270 | © Source: [https://dreamstime.com/georgios_info](https://dreamstime.com/georgios_info) Georgios Kollidas
[https://dreamstime.com/](https://dreamstime.com/) Dreamstime.com

Socrates begins with an allegory, asking his compatriots to imagine themselves as a prisoner, shackled to a cave wall. Up and behind, there is
a single light source that casts shadows on a wall in front of you. These shadows are made by people and things passing along a causeway,
but your restraints prevent you from observing this directly. Instead, your entire understanding of what is going on is limited to only images
cast on the wall in front of you.



Socrates then opens the floor to his fellow party guests. All admit that this sort of existence is not ideal, to say the least. But Socrates also
gets them to admit that these prisoners can still form a fairly accurate understanding of their world in spite of their limited field of view. The
prisoners should be able to know what people look like; what a cart looks like; maybe even suss out the meaning and purpose of objects and
goods being carried along the causeway.

Socrates continues his analogy by imagining the prisoner’s escape. You slip your shackles, scramble up over the wall behind you, and make
your way to the causeway. At this point, you get your first direct look at the people and objects you first came to know as passing shadows.
You are still in the cave, so your vision is hampered by the meager light that cast the shadows in the first place. But your situation has
certainly improved, and you are now in a position to make new observations about the people and objects on the causeway. How, Socrates
asks, will that change your understanding? Will you hold onto the preconceived notions you formed from the shadows before? Or will you
replace them with the improved perceptions you have now?

Socrates finishes the analogy by letting the prisoner go free into the outside world. Now under full daylight, our senses see the world as it is.
What will our freed prisoner make of his initial notions and observations from within the cave? Or even the causeway? Socrates makes two
conclusions:

1. Our understanding of the world around us is limited by our ability to observe and experience it.

2. Obtaining true understanding of the world is a process that requires recognition of our initial observational limitations and that we
seek ways to overcome these biases with new information and new observations.

Truly, this is a good life lesson.
But how does it apply to IT asset management?
Let’s start with the second conclusion: true understanding is a process that takes time.

- No ITAM tool or team will be able to provide all the answers to all the questions at the moment of installation. ITAM takes time.
Just as our prisoner in his cave had to build upon his initial shadowy understanding of the world day by day, so too do asset
managers need to leave the cave of their discovery tools to build on what they think they know at any given moment.

- Discovery tools need time to scan the corporate computing environment, return that information to the central database, and then to
make sense of it. Even as he gained more and more access to the world around him, our prisoner surely had to take time to process
how each physical object or human being related back to the shadows he had first seen.

- ITAM team members need time to conduct research, find the appropriate knowledge holders, locate the proper underpinning
documentation, and organize all that information into a catalog that makes sense. Our prisoner had to go out beyond the causeway
and explore the world before he had a full understanding of what he was seeing on his first day in the cave.

Pragmatic ITAM will be crafting metrics and key performance indicators (KPIs) that describe a similar journey as Socrates’s prisoner. These
measures will aim to show that what is known about the computing environment at the start of the ITAM process will be expanded on and
replaced with new information as it comes to light. And there’s no requirement that you chain yourself in a cave to make this methodology
work.

Back to the first conclusion: consider the type and quality of the information presented to our prisoner. At the beginning of the analogy, the
prisoner can only visually observe at a distance. The prisoner cannot touch the shadows on the far wall. Presume the prisoner can hear—but
what kind of information will muffled echoes present? To say nothing of musty cave smells.

Upon his escape, both the quantity and quality of the information presented to the prisoner improves. In the same way, Pragmatic ITAM
must also fashion KPIs to measure and track the improvements of the environmental data over time, thereby demonstrating its impact to the
rest of the IT department’s operations and expenditures.

If you know you could and should be doing a better job of IT asset management, take comfort in the fact that what your team knows now is
not the same as what they will know tomorrow or next week. Just as our prisoner friend could eventually trace shadow to person, so too will
your asset managers be able to trace receipt, to serial number, to physical asset. Your body of knowledge will build over time and
increasingly be able to reflect reality.

Notas al pie

No se generaron notas al pie: las marcas 1, 2 y 3 no tienen una nota numerada coincidente dentro del fragmento proporcionado.

Ren¢ Descartes and Categorical Doubt

René Descartes (pictured in Figure 2.2) made significant contributions to the fields of science, philosophy, mathematics, physics, anatomy,
military strategy, and ethics that are still in use to this day. He is literally a Renaissance man: his book, Meditations on First Philosophy,
marks the boundary between the Middle Ages and the European Renaissance in the 17th century.

In Meditations, Descartes sets out an ambitious goal: to “restart” human philosophy by removing all the assumptions and preconceived
notions, rebuilding it on a solid foundation of reason and logic. On this journey of what will become known as categorical doubt, he tackles
one of the most fundamental questions in philosophy: how does one go about proving one’s own existence? To begin, he goes after the
underlying question: what is the true nature of reality?

Descartes was well-versed in anatomy and physiology and knew humans perceive the world through their senses. The mind does not
experience reality directly but indirectly, meaning there is the possibility of a disconnect between what the mind perceives as reality and
what is actually real. Descartes concludes there are three scenarios that could cause such a disconnect:



1. He’s Dreaming. It could be that what Descartes is experiencing as reality is, proverbially, all in his head. At some point in the
future, he could wake up and reality could be completely different from what he is accustomed to.

2. He’s Wrong. The possibility exists that reality is correct, but Descartes’s perception is not. Somewhere after sensing the world and
before his mind perceives the information, something goes haywire. What feels cold is actually hot. What tastes sweet is actually
sour. What looks red is actually blue. And so on.

3. He’s Enthralled. What if the senses are working correctly and the mind is interpreting those senses correctly but something (or
someone) is forcing his mind to perceive hot as cold, sour as sweet, blue as red? Descartes imagined an “evil genius” hijacking his
mind and forcing associations between his perceptions and his reality.4

Figure 2.2 Rene Descartes (1596—-1650 BCE) on engraving from the 1800s. French philosopher, mathematician, physicist and writer.
Engraved by W. Holl and published in London by Wm. S. Orr & Co. Credit: File ID 19446522 | © Source:
[https://dreamstime.com/georgios_info](https://dreamstime.com/georgios_info) Georgios Kollidas
[https://dreamstime.com/](https://dreamstime.com/) Dreamstime.com

But just when you think he has deductively boxed himself into a corner, Descartes points out that all three scenarios have a common
denominator: his mind. Regardless if the world is real or just a dream, regardless if his senses are accurate or not, or if he’s under an evil
genius’s spell, his mind is being acted upon. This leads him to one of the most profound existential statements in Western philosophy: cogito,
ergo sum. In English: I think, therefore I am.

Coming back to the purpose of this book: how does this realization help with IT asset management? ITAM’s purpose is to accurately
describe and track all the information technology hardware and software assets that make up a corporate computing environment. Descartes
presents us with two strategies for determining whether something is actually part of that environment or not.

The first is the concept of categorical doubt, which asks us to assume all data is suspect unless we can prove it to be accurate. Descartes only
began his process of philosophical discovery because he decided to assume that perhaps everything he already knew was based on a false
premise. Indeed, this is where IT asset management must begin. No data should be recorded onto a configuration item or asset record unless
it comes from a verified source. Pragmatic ITAM’s goal will be to find ways to confirm data before it is entered into the CMDB.

The second relates to the nature of existence. Descartes realized he exists because things are happening to his mind and the same can be said
for devices on a computer network:

- Ifadevice is assigned an IP address (as in, internet protocol address) by the DHCP system (or, rather, the Domain Host
Configuration Protocol system), then it must have existed on the network at some point in time because the DHCP system was able
to make a log entry for it.

- If a serial number appears on a visual inventory report, then at the time it was notated on the report, that device existed in the
depot.

- Underpinning documents with serial number and date information such as bills of lading (incoming) or certificates of destruction
(outgoing) are also evidence that at one point in time, a specific device was part of the corporate computing environment.

Where Socrates lets us paint a more and more accurate picture as we learn more about the reality of our environment, Descartes shows us
how the way things (in our case, assets) interact can give us another layer of certainty as to the accuracy of our data.

Blaise Pascal and Pascal’s Wager

Blaise Pascal (who’s portrait is Figure 2.3) was a contemporary of René Descartes during the dawn of the Renaissance. He was considered a
child prodigy, making significant contributions to science, analytical geometry, economics, ethics, and theology very early in his life.
Unfortunately, his poor health cut his life short at the age of 39, leaving many of his efforts incomplete and unpublished.

Figure 2.3 Blaise Pascal (1623-1662 BCE) on engraving from the 1800s. French mathematician, physicist, and religious philosopher.
Engraved by H. Meyer and published in London by Charles Knight, Pall Mall East. Credit: File ID 19442331 | © Source:
[https://dreamstime.com/georgios_info](https://dreamstime.com/georgios_info) Georgios Kollidas
[https://dreamstime.com/](https://dreamstime.com/) Dreamstime.com

Some of Pascal’s notes for a book on ethics were published posthumously as Pensées (in English, Thoughts). It is in this work that we find a
discussion now known as “Pascal’s Wager.” In it, Pascal attempts to create a mathematical model to explain why someone should live a
religious life. He argues there are two related and bivalent questions:

Is there, factually, an afterlife?
And, have you, actually, lived a religious life with all the sacrifices and efforts such requires?

According to Pascal, both of these questions can only be answered “yes” or “no” (i.e., bivalent). These questions are also related; both must
be answered to achieve a predicted outcome. The desirable outcome for Pascal is to reach Paradise and the infinite rewards promised by the
religious thought of his time. The undesirable destination is infinitely worse. But if there is no afterlife, then living with all the religiously
devoted sacrifices doesn’t matter either way. Pascal concludes that it is better to assume an afterlife exists and live your life so that your soul
qualifies for Paradise than to be wrong and punished with eternal hellfire and brimstone.

It can be confusing, so let’s examine the chart in Figure 2.4. Both questions are represented along the axes. Each row and column represents
the bivalent answer to each question. The four quadrants display the cost and benefit of each potential outcome.

Figure 2.4 A simple decision matrix, detailing the risk reward ratios emergent from the bivalent questions presented.



It should now become clearer what Pascal was wagering for. The return on the cost of living a religious life is infinitely more desirable than
betting wrong. And if it turns out that there is no Paradise after death, are you really out that much?

This chart should also look familiar to anyone who has done modern SWOT analysis (strength, weakness, opportunity, threat), or leveraged
an Eisenhower time-management system. Pragmatic ITAM will use it to highlight which asset populations present the most risk and require
more effort to resolve.

Conclusion

Pragmatic ITAM will be resolving a number of the current hardware and software asset management practices by grounding itself in an
epistemological approach. The following lessons from the great minds of Western philosophy will be continually referenced and recalled
throughout the book:

Understanding an organization’s computing environment requires a number of different measures to complete the whole picture.
Over time, we should expect our understanding to change as new information and details are revealed through our research efforts.
Items that make up the computing environment will be confirmed by how they interact with each other.

Do not assume a data source to be correct, devise ways to confirm it with more data.

Leverage logical tests of the data, 4 la Pascal’s Wager, to predict and confirm the ITAM team’s efforts are having a positive effect.

IT gets expensive when things break and you have to drop everything you are doing to go fix it. In ITAM, things “break” when someone
drops a license audit on you: it’s going to get expensive, and you have to devote resources to it that would be doing something else.
Pragmatic ITAM allows you to spot these issues early and address them so you won’t have to fear the auditor.



